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Abstract

Large language models (LLMs) are increasingly used for source code
generation, yet they may produce vulnerable code. This study inves-
tigates security vulnerabilities in GPT-4-generated C programs and
evaluates whether they can be automatically repaired. We gener-
ated solutions for 974 C programming tasks using GPT-4, collected
four independent generations per task, and analyzed them with
the GCC static analyzer. Detected issues were mapped to the Com-
mon Weakness Enumeration (CWE) taxonomy, and an iterative
self-healing framework was used to repair vulnerable code based on
static-analysis feedback. Vulnerabilities were detected in approxi-
mately 17% of the generated programs, spanning 10 CWEs grouped
into three CWE pillars, with CWE-690 (Unchecked Return Value to
NULL Pointer Dereference) and CWE-758 (Reliance on Undefined,
Unspecified, or Implementation-Defined Behavior) being the most
frequent. The proposed framework eliminated all vulnerabilities
detected by the static analyzer within 4-7 repair rounds across the
four samples, without human intervention. These results demon-
strate that iterative LLM-assisted repair guided by static-analysis
feedback is an effective strategy for mitigating vulnerabilities in
GPT-4-generated C code.
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1 Introduction

Large Language Models (LLMs) have emerged as a transformative
Al technology with applications across a wide range of domains.
According to a 2024 report by the International Monetary Fund, 40%
of global employment is exposed to Al [3]. ChatGPT, one of the most
widely used LLM-based systems, can generate coherent text and
source code across a wide range of tasks [6]. These technologies are
reshaping work practices by assisting users with writing, problem
solving, and other knowledge-intensive tasks. In computer science,
LLMs have proven valuable for generating code snippets, explaining
APIs, and assisting with software development tasks across multiple
programming languages [6].

Despite these capabilities, the security of LLM-generated code
remains an open challenge. While proficient in generating code,
LLMs may lack inherent awareness of the intricate security con-
siderations that surround software development [21]. They are
unaware of the multifaceted risks associated with programming,
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which usually requires proper resource management, understand-
ing of the complexities of operating systems, and interactions with
other systems [18]. These challenges are formidable even for human
developers, necessitating in-depth analysis and expertise [11].

Motivated by these concerns, this paper aims to evaluate and rec-
tify code generated by LLMs in response to code-related prompts.
Employing a static analysis tool, we systematically identified and
categorized potential weaknesses within the generated source code.
Our objective is to scrutinize these weaknesses for further analysis
and ensure that the LLM-generated code adheres to essential se-
curity principles. Furthermore, we propose an iterative automatic
repair method that integrates vulnerability warnings generated by
the static analysis tools with the potentially vulnerable sources
and then prompts the LLM for fixes, as illustrated in Figure 1. Our
devised approach strategically leverages the non-determinism in-
herent in LLMs to advantageously induce the generation of fixes for
the source code through detected vulnerability reports. Remarkably,
in most repair iterations, the source code outputs exhibit divergence
from the source code inputs. Our design facilitates the LLM in cir-
cumventing previously encountered mistakes.

Specifically, to shed light on the usability and security impli-
cations of LLM-generated code, we applied static analysis over a
large corpus of source code generated by LLMs from a set of rep-
resentative programming tasks and confirmed that LLMs might
introduce various security bugs in their code outputs. Then, by
applying our proposed repair framework, our experiments showed
that GPT-4 can repair reported vulnerabilities when static-analysis
warnings are incorporated into the source code and the annotated
program is resubmitted to the model. The main contributions of
this work are threefold. First, we propose a fully automated repair
framework that combines static analysis with LLMs to eliminate
vulnerabilities detected in generated C code iteratively. Second, we
characterize the security weaknesses present in GPT-4-generated C
code through a systematic CWE-based analysis. Third, we investi-
gate the non-deterministic behavior of LLMs by analyzing multiple
generations for the same programming tasks.

2 Methodology Overview

To improve the security of LLM-generated source code, we propose
the vulnerability-driven repair workflow illustrated in Figure 1.
The workflow comprises five steps. First, a programming task
is submitted to the LLM ((1)), which generates C source code ((2)).
The generated code is then analyzed by the GCC static analyzer
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Figure 1: Overview of the proposed repair workflow.

(3)). If no vulnerabilities are reported, the code is considered safe
within the scope of this study. Otherwise, the reported warnings are
embedded as comments at their respective locations in the vulnera-
ble source code ((4)). The resulting annotated code is submitted to
the LLM through a repair prompt ((5)), instructing it to address the
reported vulnerabilities. The repaired code is then returned to the
static-analysis step, forming an iterative repair cycle that continues
until no vulnerabilities are reported or the maximum number of
repair iterations is reached. Thus, rather than relying on manually
crafted repair rules, the workflow uses static-analysis feedback to
iteratively guide the LLM toward safer implementations. Different
prompts are used for code generation and repair (steps (2) and (5)),
as described in the following sections.

3 Source Code Generation

To generate source code for vulnerability analysis, we curated the
Basic C Tasks (BCT) dataset based on the Mostly Basic Programming
Problems (MBPP) benchmark [2]. BCT comprises 974 entry-level
programming tasks adapted to produce C implementations, each
including a problem statement, a reference solution, and test cases.
We selected entry-level tasks because they represent common sce-
narios in which developers may rely on LLM-generated code with
little or no modification [16].

For each task, GPT-4 generated four independent implementa-

tions to account for the variability introduced by LLM non-determinism,

resulting in 3,896 source files. Code generation followed established
prompt engineering practices [19], combining the Persona and Out-
put Automater patterns to request complete C source code without
additional explanations. Any Markdown formatting or explanatory
text included in the responses was automatically removed before
analysis.

The generated source files were then submitted to static anal-
ysis for vulnerability detection. Successful compilation was not
required, since static analyzers can identify many security issues
directly from source code. This choice also reflects practical scenar-
ios in which developers may reuse LLM-generated code snippets
before verifying their compilability [6, 10]. Accordingly, our analy-
sis focuses on vulnerabilities detectable in generated source code
independently of whether the programs successfully compile.

4 Experimental Setup

All experiments were conducted using GPT-4 (gpt-4-0613) with
the default temperature and top_p settings (t=1, top_p=1). Static
analysis was performed using the GCC 13.2.0 analyzer (-fanalyzer).

Leite Neto et al.

All experiment scripts were implemented in Python 3.11 and are
publicly available (see Artifact Availability Section).

Only source files with at least one reported vulnerability entered
the repair stage. Repair experiments were conducted in a zero-shot
setting without conversation history. At each iteration, the static-
analysis warnings were embedded into the corresponding source
code as comments and submitted back to the LLM using the repair
prompt described in Section 6. This process continued until no
vulnerabilities were reported by the analyzer.

5 Vulnerability Analysis

This section characterizes the vulnerabilities identified in the gen-
erated source code, describing the analysis process, the CWE-based
classification, and the observed vulnerability patterns.

Analysis Tools. Source code was analyzed using the GCC static
analyzer (-fanalyzer), which detects a broad range of programming
defects, including null-pointer dereferences, memory leaks, buffer
overflows, use-after-free, double free, invalid memory accesses, and
uninitialized variables [5]. We selected GCC because it is widely
available, fully automatable, and reports warnings that can be di-
rectly integrated into our repair pipeline. The analyzer reports the
source location, warning type, associated CWE (when available),
and the corresponding analysis rule. Representative outputs are
shown in Table 1.

Table 1: Sample outputs from GCC analyzer.

Sample Output

problem-102-1.c:13:25: warning:

dereference of possibly-NULL 'camelStr' [CWE-690]
[-Wanalyzer-possible-null-dereference]
problem-114-1.c:23:23: warning:

leak of '<unknown>' [CWE-401] [-Wanalyzer-malloc-leak]
problem-231-1.c:7:25: warning:

stack-based buffer over-read [CWE-126]
[-Wanalyzer-out-of-bounds]

CWE Classification. To standardize vulnerability analysis and
enable comparisons across different warning types, all analyzer re-
ports were mapped to the Common Weakness Enumeration (CWE)
taxonomy. For warnings without explicit CWE identifiers, we cre-
ated a mapping dictionary based on the GCC documentation and
the semantic meaning of each warning. The complete mapping dic-
tionary is publicly available in our replication package (see Artifact
Availability Section).

Figure 2: CWE hierarchy containing the detected weaknesses.
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Analysis Results. We first quantify the prevalence of vulnerabil-
ities in the generated programs and then characterize the identified
weaknesses using the CWE taxonomy.

How many generated programs contained detected vulnerabilities,
and how many vulnerabilities were identified overall?

Across the four samples, an average of 162.25 out of 974 gener-
ated programs per sample (approximately 17%, 15.7-17.8% across
samples) contained at least one detected vulnerability, as shown in
the “No Repair” category of Figure 3. In total, the analyzer reported
an average of 385.75 weaknesses, corresponding to 2.38 weaknesses
per vulnerable program.
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Figure 3: Number of vulnerable source files per repair round.

Figure 4 shows that more than 90% of vulnerable tasks contained
at most five detected weaknesses, whereas an average of only two
tasks contained ten or more detected weaknesses. This distribu-
tion indicates that most vulnerable programs contain only a small
number of detected weaknesses, while a few tasks consistently
accumulate multiple vulnerabilities.

Problems
N
N
BT,
Y

g
SIS

NSample1 mSample2 7Sample3 mSampled

~
©
IS
@
£
N -
®
© ¥
?

Vulnerabilities
Figure 4: Frequency of vulnerabilities per problem.

Table 2 lists the ten tasks with the highest number of detected
vulnerabilities. The substantial variation observed for Tasks 570
and 108 across samples illustrates the non-deterministic behavior
of GPT-4, which may generate either secure or vulnerable imple-
mentations for the same programming task.

These observations suggest that vulnerability occurrence de-
pends not only on the programming task itself but also on the
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Table 2: Top 10 programming problems with the most de-
tected vulnerabilities.

Problem S1 S2 S3 S4 Avg

450 13 18 17 13  15.25
827 9 7 7 9 8
536 7 7 7 4 6.25
570 22 1 0 1 6
175 7 5 5 6 5.75
966 3 6 6 6 5.25
231 5 5 5 5 5
958 2 2 2 14 5
108 0 4 10 5 4.75
469 6 6 0 6 4.5

stochastic nature of LLM generation, motivating the evaluation of
multiple independent samples.

Types of Weaknesses Identified. Overall, we identified 10
distinct CWEs belonging to three major CWE pillars (Figure 2),
according to the Research Concepts view (CWE-1000) of CWE
version 4.20 [12], namely resource-management weaknesses (CWE-
664), coding-standard violations (CWE-710), and improper check or
handling of exceptional conditions (CWE-703). These three pillars
encompass all vulnerabilities detected throughout the experiment.

o CWE-664: Improper Control of a Resource Through its Lifetime,
which comprises resource-management issues such as memory
leaks, invalid memory access, and buffer overflows.

o CWE-710: Improper Adherence to Coding Standards, which in-
cludes violations that may lead to undefined behavior, such as
returning the address of local variables.

o CWE-703: Improper Check or Handling of Exceptional Conditions,
which includes weaknesses related to the inadequate verification
and treatment of error conditions, such as unchecked return
values that may lead to NULL pointer dereferences.

This hierarchy provides a higher-level view of the detected se-
curity issues, allowing individual weaknesses to be interpreted
within broader vulnerability categories. Figure 5 summarizes the
distribution of detected weaknesses across the identified CWEs.
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Figure 5: Detected vulnerabilities per CWE before applying
the repair mechanism.
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Table 3: Prompt template of the repair process.

Prompt Template

Acting as an experienced C developer, analyze the following
source-code:

[source-code]
Re-write the source-code, paying attention to the comments
to check for fixes for the possible weaknesses identified. Don’t
forget to add a main function, and proper includes and function
definitions. Don’t write any comments; just write the code.

CWE-690 was the most frequent weakness in all four samples,
followed by CWE-758, which ranked second in every sample. Fur-
thermore, eight of the ten identified CWEs also appeared consis-
tently across all samples, suggesting that GPT-4 reproduces similar
classes of security weaknesses despite its non-deterministic outputs.
This consistency indicates that the observed vulnerabilities are not
isolated artifacts of individual generations, but recurring patterns
that can be systematically detected and subsequently repaired.

6 Iterative Automatic Repair Method

Approximately 17% of the generated programs contained at least
one detected vulnerability, motivating the development of an auto-
mated repair strategy. The objective of this stage is to investigate
whether an LLM can iteratively repair its own generated code using
only feedback provided by a static analysis tool, without relying
on handcrafted repair rules or human intervention.

LLM Feedback Strategy. Potentially vulnerable source code
was annotated with the warnings reported by the GCC analyzer,
which were inserted as C comments immediately before the corre-
sponding source-code lines, as illustrated in Figure 6. When multiple
warnings referred to the same location, they were grouped into a
single multi-line comment to preserve readability. The annotated
source code was then submitted to GPT-4 using the repair prompt
shown in Table 3.

Unlike previous approaches that rely on manually crafted repair
hints, our framework directly exploits the feedback produced by
the static analyzer. This design enables the repair process to be fully
automated while remaining independent of vulnerability-specific
repair rules.

Repair Analysis. Overall, the iterative repair process generated
780 additional source files, resulting in 4,676 generated programs
throughout the experiment. After the first repair round, the average
number of vulnerable programs decreased from 162.25 to 18.75,
corresponding to an 88% reduction. Likewise, the average number
of detected weaknesses dropped from 385.75 to 62.5 (84% reduction),
as shown in Figures 3 and 7. These results indicate that the majority
of reported vulnerabilities can be eliminated with a single repair
iteration.

Although highly effective, the first repair round did not eliminate
all vulnerabilities. In several cases, GPT-4 successfully removed the
reported weakness but simultaneously introduced new vulnera-
bilities. Consequently, only the remaining vulnerable programs
were resubmitted for additional repair iterations, while repaired
programs were excluded from subsequent rounds.

Leite Neto et al.

1 #include<stdio.h>

2 #include<stdlib.h>

3 #include<ctype.h>

4

5 void removeDigits(char xstr) {
6 char i = str;

7 char *j = str;

8

9 while  (%j-!=-'\0") {
10 if (lisdigit(*j)) {
11 *i=%j;

12 i++

13 }

14 JH;

15 }

16

17 *i="\0

18  }

(a) Zero-shot generated source code.

1 collected_code/problem-27-0.c: In function 'removeDigits':
2 collected_code/problem-27-0.c:11:16: warning: write to string literal
[-Wanalyzer-write-to-string-literall
11| *i=xj;
| A

3
4
5 ‘main’: events 1-2
6
7
8

|
|
|
|
| (1) ‘entry to 'main’
[T

12 |30 removeDigitsFromList(list, size);
|
|
|
|
+

|
|
| |
| (2) calling 'removeDigitsFromList' from 'main’

—->'removeDigitsFromList': events 3-6

(b) Static analysis report.

1 #include<stdio.h>

2 #include<stdlib.h>

3 #include<ctype.h>

4

5 void removeDigits(char *str) {

6 char *i = str;

7 char xj = str;

8

9 /% Possible weaknesses - found:

10 *- -Cannot-determine that '#j' is-initialized
[premium-bughuntingUninit]

11 */

12 while (xj-!=-"\0") {

13 if (lisdigit(*j)) {

14 /% Possible weaknesses - found:

15 * -write to string literal

[-Wanalyzer-write-to-string-literal]

16 */

17 *i=%j;

18 it+;

19 }

20 Jab;

21 }

(c) Annotated source code used for repair.

Figure 6: Example of static-analysis feedback incorporated
into the repair prompt.

After the second repair round, an additional 64% of the remaining
vulnerable programs were repaired, reducing the average number
of vulnerable programs from 18.75 to 6.75 and the average number
of detected weaknesses from 62.5 to 14.25 (77% reduction). Figure 7
shows that the number of vulnerabilities consistently decreased
throughout successive repair rounds, indicating that the proposed
feedback mechanism progressively improves the generated code.

Complete repair was achieved after 7, 4, 5, and 6 rounds for
Samples 1-4, respectively, requiring approximately 5.5 rounds on
average. Overall, the proposed framework eliminated all vulnera-
bilities detected by the static analyzer without human intervention.
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Figure 7: Detected vulnerabilities across repair rounds.

These findings demonstrate that iterative static-analysis feedback
provides an effective mechanism for automatically repairing LLM-
generated C code while exploiting the inherent variability of suc-
cessive LLM generations.

7 Related Work

Recent studies have investigated the security of LLM-generated
code from different perspectives, including secure code generation,
vulnerability detection, and Automated Program Repair (APR). Ex-
isting work varies considerably in terms of programming languages,
datasets, vulnerability detection techniques, and repair strategies,
making direct comparisons challenging.

Several studies have evaluated the security of LLM-generated
code across multiple programming languages [10, 13, 14], while oth-
ers focus on specific domains such as Verilog [1] or C [17]. Our work
concentrates exclusively on C because its explicit memory manage-
ment, pointer manipulation, and undefined behaviors make it par-
ticularly susceptible to security vulnerabilities. Moreover, whereas
previous studies typically analyze handcrafted examples, publicly
disclosed vulnerabilities, or relatively small collections of gener-
ated programs, our evaluation comprises 974 programming tasks
with four independent GPT-4 generations per task, providing a
broader empirical basis for studying both vulnerability occurrence
and generation variability.

The approaches used to identify vulnerabilities also differ sub-
stantially. Prior work has employed manual inspection, prompt-
based assessment, compiler diagnostics, and static analysis [14, 15].
Similar to these studies, we rely on static analysis, but additionally
normalize all reported weaknesses according to the CWE taxon-
omy. This enables a systematic characterization of vulnerability
classes rather than simply counting analyzer warnings, facilitating
comparisons across different categories of security weaknesses.

Research on LLM-assisted repair has likewise explored different
strategies. Existing approaches rely on handcrafted repair prompts
[1,10], direct regeneration without explicit feedback [13], or analyzer-
guided repair using tools such as CodeQL [15]. In contrast, our
framework directly incorporates GCC analyzer warnings into the
repair prompt and iteratively repairs only the remaining vulnerable
programs until no vulnerabilities are reported. This design elimi-
nates the need for manually engineered repair rules and exploits
the non-deterministic behavior of LLMs to improve the generated
code progressively.
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Beyond security-oriented APR, recent research has discussed
broader aspects of Al-assisted software development, including
security risks [4], ethical implications [7], developer overconfidence
[16], conversational repair [22], compiler-assisted repair [9], static-
analysis-guided repair [8], and data leakage in repair benchmarks
[23]. Collectively, these studies highlight both the opportunities
and the challenges of integrating LLMs into software engineering
workflows.

Compared with prior work, our study advances the state of the
art in three ways. First, it provides large-scale empirical evalua-
tion of LLM-generated C programs for security analysis. Second, it
systematically maps detected weaknesses to the CWE taxonomy,
enabling vulnerability-oriented analyses beyond raw analyzer out-
puts. Finally, it introduces a fully automated vulnerability-driven
repair framework that relies exclusively on static-analysis feed-
back and successfully eliminates all vulnerabilities detected by the
analyzer without requiring handcrafted repair hints.

8 Threats to Validity

Following the classification proposed by Wohlin et al. [20], we dis-
cuss the main threats to the validity of this study and the measures
adopted to mitigate them.

Construct validity. Our study evaluates security through vul-
nerabilities reported by the GCC static analyzer. Although GCC is a
mature and widely adopted tool, static analysis cannot detect all vul-
nerability classes and may produce false positives or false negatives.
Consequently, repaired programs should be interpreted as free of
vulnerabilities detected by the selected analyzer rather than free of
all security flaws. To improve transparency and reproducibility, we
systematically mapped analyzer warnings to the CWE taxonomy
and publicly released the mapping in our replication package.

Internal validity. Threats to internal validity are mainly related
to the experimental configuration. All experiments were performed
using GPT-4 with its default parameters, and repair relied exclu-
sively on static-analysis feedback. Different prompting strategies,
model configurations, or repair policies could influence repair ef-
fectiveness. To mitigate this threat, we adopted a fully automated
experimental pipeline, generated four independent implementa-
tions for each task to account for LLM stochasticity, and applied
the same repair procedure to every generated program.

External validity. Our findings are based on GPT-4-generated
C programs derived from 974 entry-level programming tasks. Al-
though the dataset covers a broad range of introductory problems,
the results may not generalize to larger software systems, other
programming languages, industrial applications, or newer LLMs.
Likewise, different static analysis tools may report different vulner-
ability classes. Nevertheless, the proposed methodology is largely
independent of the underlying LLM, programming language, and
analyzer, facilitating replication and extension in future studies.

Conclusion validity. Our conclusions are based primarily on
descriptive statistics obtained from four independent generations
per task. Although this sampling strategy captures part of the vari-
ability introduced by LLM non-determinism, additional generations
or complementary statistical analyses could further strengthen the
results. To facilitate independent verification, we publicly release
the dataset, generated source code, analyzer mappings, experimen-
tal scripts, and repair artifacts.
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9 Conclusion

This paper investigated the security of GPT-4-generated C code
through a large-scale empirical study involving 974 programming
tasks and four independent generations per task. We analyzed the
generated programs using static analysis, classified the detected
weaknesses according to the CWE taxonomy, and proposed an
iterative repair framework guided by static-analysis feedback.

Our results show that around 17% of the generated programs
contained vulnerabilities, with CWE-690 and CWE-758 emerging
as the most frequent weakness classes. We also observed that the
non-deterministic behavior of LLMs influences both the occurrence
of vulnerabilities and the effectiveness of automated repair. The
proposed repair framework successfully eliminated all vulnerabil-
ities detected by the static analyzer without human intervention,
demonstrating that static-analysis-guided feedback is an effective
mechanism for improving the security of LLM-generated code.

These findings have important implications for both industry
and research. For practitioners, they reinforce that LLM-generated
code should not be assumed to be secure by default and that auto-
mated static analysis should become an integral part of Al-assisted
software development workflows. Moreover, our results show that
vulnerability detection and repair can be seamlessly integrated into
code generation pipelines with minimal human intervention. For re-
searchers, this work provides empirical evidence that vulnerability-
driven feedback is a promising direction for secure code generation
and establishes a reproducible benchmark for evaluating future
automated program repair techniques.

Future work includes extending the proposed framework with
additional static and dynamic analysis tools, evaluating more com-
plex programming tasks and real-world software systems, and in-
vestigating its applicability to other programming languages and
state-of-the-art LLMs. We also plan to investigate the impact of
prompt engineering strategies, model configurations, and alterna-
tive forms of analyzer feedback on repair effectiveness, and compare
the proposed framework with existing automated program repair
approaches.

Artifact Availability

A replication package is available at https://doi.org/10.5281/zenodo.
10985772, providing the source code and generated assets for repro-
ducing and validating the study.

Generative Al Use

Generative Al tools were used to support language editing and
figure preparation. All scientific content was reviewed and approved
by the authors, who take full responsibility for the manuscript.
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